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Introduction

This application note describes the features of the SystemMemory boot mode developed for
STR75x Flash microcontrollers providing all the basic functionality to support the
programming of the embedded Flash. As well as the general features, this document also
covers the specific features of the UART boot mode.

The bootloader feature is unavailable on some devices soldered on development tools
(starter Kits or evaluation boards). Please refer to Section 4 on page 22 for further
information.
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AN2430 General description

1 General description

The STR75x is usually woken up in SystemMemory boot Mode when the Flash is still not
programmed in the manufacturing line environment. In this case the system boot is
performed from SystemMemory sector in the Flash bank0. This mode allows initialization of
the Flash programming via a serial interface and the use of the Internal Free Running
Oscillator.

1.1 Entering SystemMemory boot mode

The STR75x enters the SystemMemory Boot Mode if the BOOT pins are configured as
follows:

e BOOTO=1
e BOOT1=0

The value of the BOOT pin is latched on the 4th rising edge of CK_SYS after Reset.

After Reset, the STR75x CPU begins execution of the SystemMemory code which resides
in the SystemMemory sector.

Table 1. STR75x device configuration in SystemMemory Boot Mode

Feature/Peripheral State Comment

Instruction Set THUMB Save code space with 16-bit instructions

CPU Mode Supervisor Full access with IRQ Enabled and FIQs disabled
Internal .

Input Clock FREEOSC Allow a Frequency in a range of 2 to 10MHz

UARTO_RX Pin Input UARTO Receive

UARTO_TX Pin Output UARTO Transmit

UARTO Registers Default Only configured for UART Boot
1.2 Hardware requirements

The hardware required to put the STR75x into SystemMemory boot mode consists of any
circuitry, switch, or jumper capable of holding the BOOTO pin high and the BOOT1 pin low
during Reset.

To connect to the STR75x during SystemMemory boot mode, a RS232 serial interface must
be directly linked to UARTO pins.

For more details, refer to the STR75x hardware development getting started application note
(AN2419).
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Using SystemMemory boot mode

The SystemMemory boot mode is executed from RAM and uses the last 4K of 16K RAM,
i.e. from 0x40003000 to 0x40003FFF. So when downloading code to RAM, the user has to
consider only the 12K RAM (from 0x40000000 to 0x40002FFF).

After the serial link initialization sequence (see the following chapters) the SystemMemory
code waits for the user to run some commands.

The supported commands are listed in the table below.

Table 2. Allowed commands
Command Command Command Description
Code
Get 0x01 Get the SystemMemory version and the number of times

the readout protection is disabled/enabled.

Read until 256 bytes of memory starting from an address

Read Memory Ox11 specified by the user
Go 0x21 Jump to an address specified by the user to execute a
loaded code
Write Memory Ox31 Write until 256 b)./t'es to the RAM or the Flash starting from
an address specified by the user
Erase 0x43 Erase from one to all the Flash sectors
Write Protection 0x63 Permanently enable the write protection for the needed
sectors
Write Unprotection 0x71 Temporarily disable the write protection for all Flash sectors
Readout Permanent 0x82 Permanently enable the the Readout protection
Protect
Readout Temporary 0x91 Temporarily disable the Readout protection
Unprotect
Readout Permanent 0x92 Permanently disable the Readout protection

Unprotect
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AN2430 General description
1.4 Command description
1.4.1 Get command

Description:

This command allows the user to get the version of the bootloader, the number of times the
Readout protection is both disabled and enabled.

When the bootloader receives the Get command, it transmits four bytes to the user: the first
byte contains the version, the second contains the number of times the Readout protection
is disabled, the third contains the number of times it's enabled and finally the ACK byte.

Figure 1. Get command flowchart
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‘ End of GC ‘
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1.4.2
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Read Memory command

Description:
This command allows the user to read the memory (RAM, Flash and registers).
When the bootloader receives the Read Memory command, it transmits the ACK byte.

After the transmission of the ACK byte, the bootloader waits for an address (4 bytes, byte 1
is the MSB and byte 4 is LSB of the address), checks this address, if the address is valid, it
transmits an ACK byte otherwise it transmits a NACK byte (0x3F) and exits from the
command.

When the address is valid, the bootloader waits for the number of bytes to be transmitted (N
bytes) and then returns to the user the needed data ((N + 1) bytes) starting from the
received address.

Figure 2. Read memory flowchart
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1.4.3 Go command

Description:

This command allows the user to execute the downloaded code or any other code by
making a branch to an address specified by the user.

When the bootloader receives the GO command, it transmits the ACK byte.

After the transmission of the ACK byte, the bootloader waits for an address (4 bytes, byte 1
is the MSB and byte 4 is LSB of the address), checks this address, if the address is valid, it
transmits an ACK byte otherwise it returns a NACK byte (0x3F) and exits from the
command.

When the address is valid, the program counter of the CPU jumps automatically to this
address. Therefore, the SystemMemory boot mode is exited.

Note: During SystemMemory mode, the CPU is in Thumb state.

Figure 3. Go command flowchart

Start GO
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IS74 7124




General description AN2430

1.4.4
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Write Memory command

Description:

This command allows the user to write data to any address memory (RAM, Flash or
registers).

When the bootloader receives the Write Memory command, it transmits to the user the ACK
byte.

After the transmission of the ACK byte, the bootloader waits for an address (4 bytes, byte 1
is the MSB and byte 4 is LSB of the address), checks this address, if the address is valid, it
transmits an ACK byte otherwise it returns a NACK byte (0x3F) and exits from the
command.

When the address is valid, the bootloader:

® Gets a byte which describes the amount of data to be received (N bytes),

® Receives the user data ((N + 1) bytes),

® Programs the user data to memory starting from the received address,

Finally, at the end of the command, the bootloader transmits the ACK byte if the write

operation is completed successfully otherwise a NACK byte (0x3F) is returned and the
command is exited.
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Figure 4.

Write memory command flowchart
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Erase command

Description:
This command allows the user to erase from one to all the sectors of the Flash memory.
When the bootloader receives the Sector Erase command, it transmits the ACK byte.

After the transmission of the ACK byte, the bootloader waits for the number of bytes to be
received (number of sectors to be erased) and then receives from the user the Flash sectors
codes.

Finally, at the end of the command, the bootloader transmits the ACK byte if the erase is
completed successfully otherwise a NACK byte (0x3F) is returned and the command is
exited.

The Erase command procedure is as follows:

1. Receive one byte which contains the number (N) of sectors to be erased.Here, N can
be a value from 0 to 9,

2. Receive (N + 1) bytes, each byte contains a sector code. Below all the STR75x sector

codes.
Table 3. Sector codes
Flash Sector Sector Code
Bank 0 Sector 0 0x00
Bank 0 Sector 1 0x01
Bank 0 Sector 2 0x02
Bank 0 Sector 3 0x03
Bank 0 Sector 4 0x04
Bank 0 Sector 5 0x05
Bank 0 Sector 6 0x06
Bank 0 Sector 7 0x07
Bank 1 Sector 0 0x10
Bank 1 Sector 1 0x11
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Erase command flowchart
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1.4.6
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Write Protection command

Description:

This command allows the user to permanently enable the write protection for one, many or
all Flash sectors.

When the bootloader receives the write protection command, it transmits the ACK byte to
the user.

After the transmission of the ACK byte, the bootloader waits for the number of bytes to be
received (sectors to be protected) and then receives from the user the Flash sectors codes.

Finally, at the end of the command, the bootloader transmits the ACK byte if the write
protection is enabled successfully otherwise a NACK byte (0x3F) is returned and the
command is exited.

The write protection command procedure is as follows:

1. Receive one byte which contains the number (N) of sectors to be write protected. Here,
N can be a value from 0 to 9,

2. Receive (N + 1) bytes, each byte contains a sector code. Refer to Table 3 on page 10
for the STR75x sector codes.

Figure 6. Write protection command flowchart
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1.4.7

Write Unprotection command

Description:

This command allows the user to temporarily disable the write protection for all the Flash
sectors.

When the bootloader receives the write unprotection command, it transmits to the user the
ACK byte.

After the transmission of the ACK byte, the bootloader disables the write protection for all
the Flash sectors.

Finally, at the end of the command, the bootloader transmits the ACK byte if the
unprotection is completed successfully otherwise a NACK byte (0x3F) is returned to the
user and the command is exited.

Figure 7. Write unprotection command flowchart
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Readout Permanent Protect command

Description:

This command allows the user to permanently enable the readout protection for the entire
Flash.

When the bootloader receives the Readout Permanent Protect command, it transmits to the
user the ACK byte.

After the transmission of the ACK byte, the bootloader permanently enables the readout
protection for the entire Flash.

Finally, at the end of the command, the bootloader transmits the ACK byte if the readout
protection is completed successfully otherwise a NACK byte (0x3F) is returned to the user
and the command is exited.
When the readout protection is enabled only the following commands are available:

—  The Get Command,

—  The Readout Temporary Unprotect command,

—  The Readout Permanent Unprotect command.

When the readout protection is enabled, in order to boot from the SystemMemory it is
mandatory to reset to ground the pin NJRST.

Figure 8. Readout permanent protect command flowchart
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1.4.9

Readout Temporary Unprotect command

Description:

This command allows the user to temporarily disable the readout protection for the entire
Flash.

When the bootloader receives the Readout Temporary Unprotect command, it transmits the
ACK byte.

After the transmission of the ACK byte, the bootloader erases all the Flash sectors then
temporarily disables the readout protection for the entire Flash.

If an error occurs during the erase operation the command is exited and the readout
protection remains enabled.

Finally, at the end of the command, the bootloader transmits the ACK byte if the readout
unprotection is completed successfully otherwise a NACK byte (Ox3F) is returned to the
user and the command is exited.

Figure 9. Readout temporary unprotect command flowchart
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1.4.10
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Readout Permanent Unprotect command

Description:

This command allows the user to permanently disable the readout protection for the entire
Flash.

When the bootloader receives the Readout Permanent Unprotect command, it transmits the
ACK byte to the user.

After the transmission of the ACK byte, the bootloader erases all Flash sectors then
permanently disables the readout protection for the entire Flash.

If an error occurs during the erase operation the command is exited and the readout
protection remains enabled.

Finally, at the end of the command, the bootloader transmits the ACK byte if the readout
unprotection is completed successfully otherwise a NACK byte (Ox3F) is returned to the
user and the command is exited.

Figure 10. Readout permanent unprotect command flowchart
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1.5 Exiting SystemMemory boot mode
SystemMemory boot mode must be exited in order to execute a program in a normal User
mode. The STR75x may exit this mode by applying a hardware Reset. At the time of Reset,
the BOOT pins (BOOTO0 and BOOT1) must be set at the proper levels to enter the desired
user mode. Following the Reset, the STR75x CPU begins executing code from location
0x00000000.
Table 4. Mode Pin vs. memory mapping
BOOT1 | BOOTO Boot Mode Aliasing Note
All FLASH sectors
0 0 Embedded Flash Embedded Flash sector accessible except
BOFO mapped at Oh
SystemMemory sector
1 0 Embedded SRAM Embedded SRAM mapped )
at Oh
0 1 SystemMemory SystemMemgr:y mapped at )
1 1 External SMI SMI bank 0 mapped at Oh -
1.6 SystemMemory code program flow

Figure 11.

SystemMemory code program flow
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Figure 11 shows the program flow of the SystemMemory code. A few points worth noting

are:

® Not all the commands are available when readout protection is active, for more details
about the allowed commands please refer the section Readout Permanent Protect
command.

® The UART interface is only initialized if UART boot mode is detected.

The STR75x Timer Base (TB) is used to automatically detect the serial baud rate. Once
initialized the UART configuration is 8-bits, No Parity, and 1 Stop bit.
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2.1

Note:

2.2

Note:

2.2.1

UART SystemMemory boot mode

UART SystemMemory code sequence

After SystemMemory mode is entered and the STR75x is configured as described above,
the SystemMemory code begins to scan the RxDO line, waiting to receive a 0x7F data. (One
start bit, 0x7F data bits, and one stop bit).

The duration of this data byte is measured using the Timer Base. The count value of the
timer is then used to calculate the corresponding baud rate factor with respect to the current
system clock.

Next, the code initializes the serial interface accordingly, and sets up pin TxDO to an
alternate function, push-pull output. Using this calculated baud rate, an acknowledge byte is
returned to the host which signals that the STR75x is ready to receive user commands.

The acknowledge byte is 0x75 for the STR75x devices.

Choosing the UART baud rate

The calculation of the serial baudrate for UARTO, from the length of the first byte that is
received, allows the operation of the STR75x SystemMemory bootloader within a wide
range of baud rates. However, the upper and lower limits have to be kept, in order to ensure
proper data transfer.

Baud Rate Divider = F¢,,,/ (16 * STR75x Baud Rate)

The STR75x uses the Timer Base to measure the length of the initial byte. The quantization
uncertainty of this measurement implies the first deviation from the theoretical baud rate.
The next deviation is implied by the computation of the Baud Rate Divider reload value from
the timer contents. The formula below shows the association:

TB_CNT /8 =1 Bit Time in F¢p,, (8 Bit Times the first byte)

Baud Rate Divider = TB_CNT/8/16 = TB_CNT / 128

For a correct data transfer from the host to the STR75x, the maximum deviation between the
internal initialized baud rate for UARTO and the real baud rate of the host should be below
2.5%. The deviation (fg, in percent) between the host baud rate and STR75x baud rate can
be calculated via the formula below:

fg= abs( (STR75x Baud Rate - Host Baud Rate) / STR75x Baud Rate) * 100%

fB<= 2.5%

Function (fg) does not consider the tolerances of oscillators and other devices supporting
the serial communication.

This baud rate deviation is a non linear function depending on the CPU clock and the baud
rate of the host. The maximum of the function (fg) increases with the host baud rate. This is
due to the smaller baud rate pre-scale factors, and the implied higher quantization error.

Minimum baud rate

Bl ow is the minimum baud rate determined by the maximum count capacity of Timer Base
when measuring the first byte. This will be directly related to system clock frequency. Using
the maximum TB_CNT value of 65535 in the equations above we end up with a minimum
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2.2.2

2.2.3
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Baud Rate of 1220 at F,, = 10MHz. The lowest standard Baud Rate for this case would be
2400. Baud rates below By ,,, would cause TB to overflow. If this occurs, it would not be
possible to properly initialize the UARTO.

The maximum baud rate

Bhign is the highest baud rate in which the deviation still does not exceed the limit. All baud
rates between By ,,, and Byg, are below the deviation limit.

Using the minimum TB_CNT value of 1in the equations above we end up with a maximum
Baud Rate of 125000 at Fg,, = 2MHz. The highest standard Baud Rate for this case would
be 115000.

Higher baud rate deviations

A baud rate may be used as long as the actual deviation does not exceed the limit. Certain
lower baud rates may violate the deviation limit, while an even higher baud rates stays very
well below it. This relationship depends on the host interface.
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AN2430 Conclusion

3 Conclusion

The STR75x SystemMemory loader provides a convenient method for downloading user
code into on chip memories for a variety of applications. The UART interface provides an
easy and inexpensive, readily available serial link for desktop users.
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Bootloader availability limitations

The bootloader feature is unavailable on some devices soldered on development tools
(starter kits or evaluation boards). Please check the date code written on the device. This
date code consists of 3 digits and is located as shown in Figure 12 below. If the device
soldered on the board displays a date code below 636, the bootloader feature is not
activated.

If available, the bootloader version number (currently at V1.1) can be obtained through the
use of the Get command. Refer to Section 1.4.1 on page 5 for further details.

ST wants to highlight that this issue ONLY impacts devices soldered on a development tool
with the affected date codes. Any sample ordered separately from ST (or its distributors) has
the bootloader feature enabled (even if date code is below 636).

To those affected by this issue, ST offers the following recommendations:

® Use STR750 samples ordered separately (for example for building application
prototypes) to test the bootloader functionality.

® Use the free sample service from www.st.com . From the home page, type the correct
order code in the "Search Part #" field. From the results page, click the green
"Samples" button and follow the procedure. If the "Samples" button is not available, the
stock is in the process of being renewed and can be checked again at a later date.

® For further options or information, please contact your local distributor or ST sales
office.

Figure 12. Datecode marking on device

Areas H and | on the device marking
represent the date code in the following

| y | manner:
® H: Year (Y)
K | [ ® 1:Week(ww)

° P 1 [F ]
e T D
Ay of

®
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Revision history

Date Revision Changes
27-Sep-2006 1 Initial release
1-Dec-2006 2 Section 4: Bootloader availability limitations on page 22 added
08-Jan-2007 3 All references to GPIO0.4 pin removed

Section 1.7 removed
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